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2002
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1.1 Abstract

The purpose of the deliverable D2.2.1 “Dissemination Report 1” is to make the point
upon the dissemination strategies of the consortium, during the first period of the
activity, from April to November 2002.
Moreover it gives the first results of the referencing strategies with the website, the
newsletter diffusion and the stats of logging, as an evidence of the external
dissemination and communication.

Another section makes the point upon internal communication facilities.

This document will progress and be updated all along the project, in order to reflect

as much as possible the dissemination progress of the project.

1.2 Keywords

EUPKI
D2.1

EUPKI, the libre software Public Key Infrastructure (project name)
Reference to the deliverable ‘D2.1 Dissemination Tools Implementation

Report’
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2 Management Overview

2.1 Executive Summary

In the first part, this document aims at describing the dissemination events organised
by the consortium during the first period of the project, i.e. the first eight months.
The member who participated in the event describes it as stated in there. All those
events have been supported by ACTIMAGE, the WP2 leader, by delivering
presentations templates on request. More than that, the general management of
those events are under the concerned member’s responsibility with an important
feedback made to ACTIMAGE to justify the human resource allocation.

In a second part, this document makes a state-of-art of the public website with the
first results of the dissemination tools, newsletters and statistics.

The third part gives results in terms of efficiency of the internal communication
facilities implemented on the private extranet.

The last part is a suggestion of plans for next dissemination initiatives.

2.2 Scope Statement

The scope of this deliverable is limited to the dissemination initiatives with feedback
of the members. Some internal initiatives may not be quoted in it.

The evolution of the web tools are referring to the dissemination public website and
the private extranet.
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3 Introduction and Glossary

This document is divided into four parts.

The first part describes the events in chronological order. A short summary of the
date, location, actors and goals of the event is made. For more information, one
should refer to the member concerned by this event.

The second part describes the evolution of the public website with an orientation
towards improvements in dissemination tools like newsletters, statistics and so on.

The third part gives a short feedback of the use of internal communication tools at
the consortium’s disposal.

The last part evokes some plans to continue and improve the dissemination activities
for the next period of the project.

3.1 Glossary

WP Work Package
ETSI European Telecommunications Standards Institute
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4 The EUPKI Dissemination Activities for the period covering
April 2002 to November 2002

4.1 General dispositions for a dissemination initiative

4.1.1 Selection of the event

Any member of the EuPKI project can propose an event in which the presentation of
the project would be appropriate. This should be proceeded by filling in the form,
which can be accessed by clicking on the link "Add an event” in the “Events” section
of the extranet. The WP2 leader is then informed and the relevance of the event is
then discussed in the next Dissemination Board.

4.1.2 Organisation of the event: support of ACTIMAGE

As stated below, when WP2 members wish to attend a dissemination event, they
contact ACTIMAGE, leader and supervisor of Work Package 2. If needed ACTIMAGE
will help them to construct their talk by supplying any kind of presentation material
they need such as Power Point presentations, posters, CDs, DVDs.

4.1.3 Feedback and points in Dissemination Boards

Once the event finished, the WP2 member gives feedback of the event to
ACTIMAGE, the WP2 leader. By reporting the date, location and contacts established
as well as indication of their global feeling, the WP2 members establish one
management report, which will allocate the corresponding human resource.

4.2 The templates for the presentations

A typical Power Point presentation of the EuPKI project can be obtained by simply
downloading it from the extranet in the “Events” section.

EuPKI
A European Public Key
Infrastructure

IST 2001 - 34 340

Fig. 1 — A ready-to-use Powerpoint presentation
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The ready-to-use Power Point template exists in both English and French versions. Of
course, any WP2 member that wishes a more specific EUPKI presentation can ask
ACTIMAGE for it.

4.3 Paris, on June, 20" 2002

ATICA organised the fourth “Workshop (studio) of the free” in Paris dedicated to the
PKI management. Yann FRAVAL from GIP-MDS first presented the EuPKI project in
that conference. The major points elaborated and discussed there were the
objectives of the project, the actors and the consortium, the up-to-date
achievements, the planning and the next steps of progress.

Then, Edouard Jeanson from Cap Gemini Ernst & Young made a presentation about
the comparison of proprietary and Open Source solutions with realisation feedback
and evolution perspective. Seventy persons attended this workshop and
questions/answers were very vigorous but interested.

This efficient exhibition was to disseminate EuPKI initiative in a mainly political
background of audience. The feedback was a sensitising about the future existence
of European leading trustful (since Open Source) solutions.

4.4 Brussels, on June 24"-25%" 2002

The European Commission invited delegates from the EuPKI project to intend one
meeting dedicated to European Open Source Projects.

Christophe Megel from ACTIMAGE, Yann FRAVAL & Vincent GASS from GIP-MDS and
Eduard TRIC from AXETEL attended this meeting, which was the occasion to get a
global and complete review of the European activity around Open Source initiatives.
Some contacts and bringing together have led to consider potential future
collaborations.

One day was particularly dedicated to meet and discuss with other Open Source
Projects dealing with security solutions: Ideal’X and Aegypton. The major conclusion
of these meetings was the importance we should give to dissemination, exploitation
and maintenance aspects.

4.5 Luxembourg, on August 30" 2002

Sebastien MISSENARD from ACTIMAGE established one contact with the
Luxembourg Public Research Centre Henri Tudor. One meeting was organized to
disseminate the EuPKI project with representatives from this Research centre.
Vincent GASS from GIP-MDS attended this meeting too. Both presented the project,
the achievements and the planning. One deep importance was given to the Technical
Quality Management and a close analysis was made since one attendee was leading
one PKI Opportunity Study for the interest of the Economy Luxembourg Ministry. We
got proposed to join one special project team called “crypto” and working voluntarily
for the CLUSSIL.
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The major interest of that dissemination initiative was to make the Luxembourg
government and institutions aware of the existence of such a project dealing with
both Security and Open Source in a European Framework Program.

4.6 Paris, on September 13" 2002

Even if EDF, Gaz de France and RTE are separate entities, they share on a
regular basis their experience in computer security. EuPKI (goals,
consortium, means and so on) has been presented by EDF R&D in this frame to the
security experts’ community of the three companies.

Gaz de France, RTE were the potential contacts established.

Feedback: real interest of our partners. Posters could have been a plus
for the communication.

4.7 Lyon, on September 20" 2002

Christophe MEGEL from ACTIMAGE and Vincent GASS from GIP-MDS presented the
project to a community of scientists and university teachers at the Ecole Centrale de
Lyon, one of the top 5 ranking schools of the French Grandes Ecoles.

The conference was mainly oriented through technical issues and objectives with a
global share of points of view on the subject. The auditors got very interested about
the European Commission commitment in Open Source projects promotion. Moreover
they assumed the wish to participate actively in the deployment and exploitation
phases of the project, for example by giving us the opportunity to test and validate
the solution on their computers and networks infrastructures.
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4.8 Palaiseau, on October 17" 2002

Paul-André Pays from On’X attended the X-Aristote seminar organized at
Polytechnique (for more information see http://www.aristote.asso.fr/) devoted to PKI
and Certificates and was allocated a few minutes to give a short presentation of both
the EUPKI and the OpenEvidence projects.

Feedback:
- about 60 attendees from many of the largest organisations in France (both
public and privates)
- they showed interest, but people are waiting for the first deliverables to
possibly commit more
- we will keep the Aristote community informed when it will be time
(something to deliver)

Potential contacts were mainly part of the constitutive members of the Aristote
association:

AFNIC, CEA, CERFACS, CIRAD, CCS-SI, CNED, CNES, CNRS, ECOLE
POLYTECHNIQUE, EDF/DR&D, EAC Corporation, FING, FT R&D, Groupe des Ecoles
de Télécoms , H.E.C., IFREMER, INRIA, IFP, INRETS, INSEAD, INSERM, Mairie de
Paris, METEO France, ONERA, SUN Microsystems France, Universités.

4.9 Marne-la-Vallée, on November 2"¢-3"-4t" 2002

Presentation of the EuPKI project by Eduard TRIC, from AXETEL.

1. Material presented:
- Abstract
- Bio
- Presentation

2. Contacts: none.
3. Conclusion: In spite ofthe fact that the presentation was made
during the last day of the event, more than 50 persons were present.

The presentation was considered as a good one by the moderator. We are
now waiting for the official rating from ISSE.
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4.10 Copenhagen, on November 4"-5"-6" 2002

The IST organised one major event in Copenhagen gathering all the actors of the
European Scene dealing with RTD and past framework program projects. This was
the occasion for Christophe MEGEL from ACTIMAGE and Vincent GASS from GIP-MDS
to disseminate the main aspects of the project and meet other projects carriers. The
main objective was to prepare the major dissemination initiative for EuUPKI, which will
be organised in Milan for the IST 2003 event occasion. Indeed, common interests
have been thrown into relief with projects dealing with e-voting, e-administration and
e-government in general which all need a security solution to secure their application
system. Typically, contacts have been made with 5" FP projects, which will have
deep implications and involvement when the project will consider exploitation and
deployment phases.

4.11 November 2002

Cap Gemini Ernst & Young participated in the CISCO Secure Tour on the six following
dates: November 12th in Strasbourg, November 19" in Lyon, November 21% in
Marseille, November 26™ in Toulouse, November 28" in Rennes, December 3™ in
Paris. For the first time this meeting was not only aimed at retailers but also end-
users.

More information can be found on http://www.fr.cgey.com/
Subscriptions are available on http://www.cisco.com/fr/go/securetour
Presentation made in the afternoon in the workshop. This workshop is awaiting 100
people (500 in Paris). Expected guests are among the 17 CST4 partners.
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4.12

Other dissemination undertakings

Cap Gemini Ernst & Young regularly present the EuPKI project when
answering to invitations to tender on PKI (about two a month) and for each
client interview (around 15 a month).

EDF R&D presented the project in their internal newsletter. As member of the
X-Aristote Committee, EDF R&D made the proposal to integrate an
intervention about EuPKI during the conference on Certificates organized at
Polytechnique the 17th of October 2002. This idea has been approved.
Unfortunately, they have run out of time to schedule a complete presentation
and they (the GIP-MDS, EDF & the program committee) decided finally to
reserve a part of the meeting's conclusion/Q&A session for an intervention on
EuPKI. M. Paul-Andre Pays, from On-X, made this communication. EDF R&D
also participated in informal dissemination in the security community through
regular conference attendance (RSA Conf, OSSIR meetings, IPv6
Conference...) through regular contacts with commercial security actors in our
researches.

Since the beginning of the project, AQL participated in twelve workshops /
meetings dealing with security of new infrastructures, web services (state-of-
the-art, stakes, experience feedback), security of inter-application exchanges.
All in all, 250 persons attended those meetings located in Paris, Rennes,
Nantes, Tours, Lille, Monaco et Sophia-Antipolis. Besides, AQL was also
present at InfoSec 2002. During each meeting, Philippe Ensarguet, in charge
of European projects, took five minutes of his time to introduce the EuPKI
project and its actors.

Giesecke & Devrient had a private interview in Bonn with BSI (Bundesamt
fur Informationssicherheit) in the summer. Three persons including the vice-
president of BSI attended it and were asked for their support in the EuPKI
project. Unfortunately, the BSI didn’t positively answer to their demand but
showed interest.
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5 Evolution and first results of the Public Dissemination Tools

5.1 Evolution of the public website

5.1.1 General evolution

The public Website aims at disseminating the EuPKI project. It is the principal tool
for that dissemination, by giving essential information about the consortium, the
timeline of the project, the way it processes, the different milestones and the
dissemination actions.

More than that, this site will host downloadable beta versions of EUPKI product as
soon as it is available. A subscribing menu allows people to receive the bi-monthly
newsletter of the project. The information that is displayed on that site is not
confidential and mainly directed towards professionals or not. That is why one of the
main attractions of this site is that it must be convivial.

The main contacts of the consortium are displayed and people who come across that
website should find all the information they require to have a good knowledge of the
project.

To have a thorough comprehension of the public website including its content and
technical aspects, we refer you to the previous WP2 deliverable D.2.1 “Dissemination
Tools Implementation Report”. The next sections are devoted to draw up the list of
the changes operated since the latter.

5.1.2 Specific Content evolution

Apart from some minor changes in the initial texts or images, one may also have
noticed some improvement. For example, we have proceeded to some chapter
reorganization in order to propose a more logical organisation of the presentation.

5.1.3 Referencing strategies and results

Keywords were introduced through met tags for an efficient referencing of the site in
the most popular search engines.

It appears that the EuPKI website ranks first with Google.com, Yahoo.com,
Lycos.com Altavista.com search engines. Unfortunately, apart from the Google
French version, French-speaking search engines such as Yahoo.fr or Voila.fr have no
record of the EuPKI website since its language is English. Some initiatives should be
undertaken to put this right.

Cordis.lu, Libre.lu are also well-ranked.
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5.2 The Newsletter

Three newsletters have been disseminated from the start of the project. The first one
presented the launching of the project and its interests. The second gave a sum up
of the six months work made by the EuPKI members since the beginning of the
project and the forthcoming steps. Recent progress discussed on the second Steering
Board meeting was accessible in the third newsletter.

Two newsletters are about to be disclosed and will go over the main points discussed
on the third Steering Board (November, 26-27") and the Review Meeting (December,
3rd).

When they subscribe to the newsletter, users give their name and society’s name. It
appears that, soon many other persons were interested in receiving it. We noticed
several SSII names and two different Open Source associations.

5.3 The diffusion of the Deliverables

This section offers the user the ability to download EuPKI deliverables. Those
deliverables are the same as the ones listed in the extranet apart from some that
require being in perfect concordance with deliverables in progress from other work
packages.

Statistics of the public website reveal for example that deliverables D.3.5 and D.3.6
have been downloaded respectively 21 times and 38 times in October.
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EuPKI Extranet - Microsoft Internet Explorer =] x|
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Deliverables Keyword
l—
& Documents Uploaded Title Search |

EUPKI_WP1_D1.2_1.0.zip 24 July 2002 Quality Management Report
EUPKI_WPZ_D2.1_1.Z.zip 24 July 2002 Dizsemination Tools Implementation Report
EUPKI_WP3_D3.1_1.0.doc 11 June 2002 Brainstorming Requirerents Analysis
EUPKI_WP3_D3.2_1.1.doc 11 June 2002 Report of the 1st Brainstorrning Meeting
EUPKI_WP3_D3.3_1.0.doc 11 June 2002 Report of the 2nd Brainstorming Meeting
EUPKI_WP3_D3.4_1.0.doc 14 June 2002 Repart of the Third Brainstorming Meeting
EUPKI_WP3_D3.5_1.0.doc 11 July zooz Dafinition of the perimeatar of the Prajact Draft
EUPKI_WP3_D3.6_1.4.doc 2 October 2002 Project Perimeter & Requirements
EUPKI_WP4_D4.1_1.1.zip 17 October 2002 C4.1: Architectural Spedfications

EUPKI_WPS_D8_1_.1_1.0.zip 2 October 2002 Secutity Docurnent List Draft

[&] Termine I_E‘O Internet
Fig. 2 — Deliverables on public website
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5.4 The suggestion of events on the public website

A new dissemination helper tool is available on the public website that enables any
visitor to inform the WP2 leader of some events occurring on the PKI subject in
which a WP2 member could take part.

This tool is in the guise of a form accessible from the link “Propose a new event” of
the calendar view.

It is essential to realise that any visitor of the website can propose its own event. He
should indicate as much information as possible (date, location, summary and link to
the official website) in order to give full insight of the pertinence of the event. The
proposition is then received by the WP2 leader and eventually appears on the public
calendar if validated, guaranteeing that a WP2 member or any member of the
consortium will attend this meeting and make a presentation.

g events - Microzoft Internet Explorer [_[O]x]

Fichier Edition  Affichage  Faworis  Outls 2 |

Q = @ B g9 A H P

Rechercher  Favoris Histarique Courrier Irprirer E dition Dizcuter  Capturer!  Real.com

x| Pox

) A

Frécédente GLivarte Auréter Actualiser  Démarrage

Adresse I?ﬁ hitp: /Ao, eupki. orgdevents/index. php Mview=45PHPSES S| D =BedadS3a3c3efb0e 91 aedbBocd 011804

About EuPKI | Consortium  Organization Product Documents | MNewsletter Contact Us

[Luistview] [calendarview] [Search events]

Propose new event

Begin date |13 vl MNovember 'I |2002 vl
End date 16 vl MNovember 'I |2002 vl

[save ][ Reload |[ Cancel

a

|&] Temine [ [ [ intemet
Fig. 3 — Proposition of a new event on the public website
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5.5 The external communication: contact facilities

In order to provide easier contact between visitors of the website and members of
the consortium, a specific email address has been created and appears on the
website. Visitors that wish for more specific information can send an email to this
address and the email once received by the WP2 leader is either answered directly or
transferred to the member in charge of the question.

5.6 The logging stats of the public website

One section on the private extranet provides the consortium’s members with a new
statistic tool for the public website, enabling to identify the profile of a EuPKI website
user.

The statistics shown on the private website are produced by a free web server log
file analysis program called Webalizer written in C and distributed under the GNU
General Public Licence. This program produces highly detailed reports in HTML
formats.

The presentation of the statistics is twofold. First it gives the overall tendency of the
popularity of the website for the last six months. Then, it presents the statistics as a
monthly report which gives a comprehensive information about the usage of the
website such as the number of pages read, the number of visits, the most read
pages and the main sites that visit the website.

5.6.1.1 Global statistics

The overall tendency shown by the statistics is that the average number of visits a
day is steady (around 21 a day) but the number of daily viewed page per person is
decreasing. It can be assumed that visitors are used to the website and find the
needed information faster.

On the table below are listed the total visits to EUPKI website and the number of
viewed page for each month.

Number of visits Number of viewed pages
57 128 May
38 74 June
678 1640 July
484 2046 August
610 3643 September
737 2966 October
752 2142 November

Tableau 1 — Frequentation of the website until November 20"
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The statistics also reveal that more and more documents, such as deliverables of
Work Package 3, are downloaded. For example, deliverables D.3.5 and D.3.6 have
been downloaded respectively 21 times and 38 times.

Tuesdays around midday seems the perfect moment to visit the EuPKI website.

Country origin of website users can be disclosed in the statistic pages. The table
below lists the top ten country users of the website since May 2002. France logically
ranks first followed in fourth position by Romania and then Germany. On sixth
position appears Luxembourg followed by Italy and then, startling again, Greece.
United Kingdom and Netherlands are the last countries of this top ten. This sorting
can be explained by the dissemination initiatives led in these countries.

Rank | Country Nb of viewed pages
1 France 44980
2 Network 4886
3 US Commercial 4369
4 Romania 2777
5 Germany 1362
6 Luxembourg 962
7 Italy 900
8 Greece 649
9 United Kingdom 547
10 Netherland 377

Tableau 2 — Top ten country users

Maximum activity was detected in September and October, maybe predicting that the
best is to come.
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Fig. 4 — Global statistics on November, 20"
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5.6.1.2 Monthly statistics

The monthly statistics gives comprehensive information about the website usage day
by day that helps to interpret the overall tendency.
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Fig. 5 — Monthly statistics
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6 The internal communication facilities

6.1 The aim of the Private Extranet

The private extranet is a tool at the consortium’s members’ disposal to exchange
data and documents all along the progress of the project.

It is only accessible to the consortium’s members and requires an authentication on
logon.

More tools can be developed according to the members’ desiderata to facilitate the
communication inside all working groups.

As for the public website, the following sections will take the specifications and
presentations given in D.2.1 for granted and will focus on pointing out the major
changes or evolutions made since then.

6.2 Communication tools implemented and efficiency

6.2.1 Forum

The forum is a classical one with important functionalities added, like an attachment
module. It allows the users to download and upload documents drafts to correct /
modify them as many times as desired. This functionality allows a Work Package
working together to elaborate a deliverable or a report.

Within WP3, the efficiency of this functionality is obvious, the proposal of a draft
giving birth of technical brainstorming.

This is also a place where members can give feedback about the website or give

information about new and various events. Since the beginning of this section, the
forum received 12 discussions and 23 messages.
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Fig. 4 - Forum
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6.2.2 Agenda

This planning is provided to display all the meetings, deadlines and milestones of the
project. It allows members to suggest a meeting and mail an invitation to the
members he wants to invite. The dynamical planning allows attaching documents to
each event pointed on it, like meeting reports for a meeting event. The members can
consult these documents.

This functionality is widely used inside WP3 and WP4 mostly, sometimes including
the associated minute afterwards. At this point in time, 22 meetings appear on the
calendar and 7 associated minutes.
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Fig.2 - View of the agenda
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6.2.3 Archives

This section includes all the archives provided by the consortium. One can find
validated deliverables, meeting reports, management reports, templates and drafts.

At the moment, ten validated deliverables, two meeting reports, eight drafts and
many other interesting documents are available within this section.
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Fig.3 - The Archives
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7 Plans for next dissemination activities

/.1.1 Planned dissemination events

Below is the list of planned dissemination events to which WP2 members can take
part in order to widely diffuse information about EuPKI project.

Date Location

10/11/02 | Chicago - USA CSI Computer Security Conference and Exhibition
12/11/02 | Paris - France Technoforum XML

04/12/02 | La Défense - France Le salon de la sécurité informatique

11/12/02 | Copenhagen - Denmark eEurope Smart Cards Open Meeting

05/02/03 | San Diego - California Network and Distributed System Security
10/03/03 | Orlando - USA InfoSec 2003

17/03/03 | Paris - France EuroSec 2003

03/04/03 | Paris - France JSSI 2003 organisé par 'OSSIR

20/05/03 | Paris - France INFOSEC 2003

09/06/03 | San Antonio - Texas USENIX '03

22/06/03 | Ottawa - USA Computer Security Incident Handling Conference

7.1.2 PKI Interoperability Workshop with ETSI ?

ETSI (the European Telecommunications Standards Institute) is a not for profit
organization, based in Sophia-Antipolis, whose mission is to produce the
telecommunications standards that will be used for decades to come throughout
Europe and beyond.

ETSI, which represents administrations, network operators, manufacturers, service
providers, research bodies and users, plays a key role in developing a wide range of
standards and other technical documentation as Europe's contribution to world-wide
standardization in telecommunications, broadcasting and information technology.

ETSI's prime goal is to support global harmonization by providing a round-table in
which all the key players can contribute actively. ETSI is officially recognized by the
European Commission and the EFTA secretariat.

By initiating collaboration between ETSI and EuPKI project members, the EuPKI
project will take advantage of both ETSI's fame and ETSI's validation of the project,
giving worldwide credibility to the EuPKI name.

For the moment, only few contacts have been made in this way but this action
seems to be promising.
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